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Cynapspro:

With DevicePro you Control Access and Data Transfer to and from External Storage Media.

Devicepro ® controls the interface to portable media devices allowing users to benefit from the advantages of mobile
media, without risking the loss of data or the introduction of malware. DevicePro® enables you to determine which
mobile storage media is allowed in your network, which ports may be used and what file types can be imported from
or exported to external media. Real-time management, flexible access settings, and full support for mobile users
ensure a high degree of acceptance among users.
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file type, using either whitelists or
blacklists for the filter criteria.

Supported Devices and Ports:
Floppy Disc, CD/DVD-Rom, USB Mass Storage, SD/MMC cards, Infrared, Bluetooth, WiFi, FireWire, Parallel Port, Seri-
al Port, PCMCIA cards, PDA, Blackberry, USB-Ports, ISDN cards, Modem, PDA, Printer, Scanner, Digicam, Sound-Video
—and Game-Controller, etc. ...

Employees can use the cynapspro agent to check their access rights, to request ac-
cess privileges or to unlock devices or ports using an activation code when they are
offline. Screenshots of the cynapspro Management Console are available online at

»With devicepro, we had
the management of mo-
bile devices safely under
control from the outset.
In addition to the com-
prehensive functionality, | would particularly like
to mention the close cooperation with the manu-
facturer cynapspro that went far beyond the usual

Saarland

,We already had the

solution of another man-

6 ufacturer in place for
about 2,000 users. We

then decided for the use

of cynapspro, because it provides all the function-

ality we expected from a device management
solution. We were particularly impressed with the

support expected.”

Michael Kraemer, Landeskriminalamt Saarland

(State Office of Criminal Investigation).

ease of use, as well as with the quality of the sup-
port organization.”

Peter Schwendner, Rudolf Wild GmbH & Co. KG
(Manufacturer of Capri Sonne)




Ccynapspro

cynapspro develops software solutions for reliable
endpoint data protection in the enterprise network
and covers the following areas:

DevicePro prevents data loss through open ports and
external storage devices.

CryptionPro encrypts and protects your company
data on mobile storage media — fully automated.
CryptionPro HDD protects your company data by en-
crypting the hard drive.

ApplicationPro blocks unwanted applications and
prevents the use of unlicensed software.

ErasePro ensures that deleted files are not recovera-
ble.

PowerPro cuts energy costs and reports suspicious
activity.

The following features distinguish all cynapspro
solutions:

Intuitive Management Console

The single user-friendly Management Console is
largely self-explanatory and only a minimum of train-
ing is required. The clear and concise structure allows
the compilation of complex setting with just a few
mouse clicks.

Real-Time Management

All changes to access permissions will be immediately
pushed out to the clients and stored in the cynapspro
database. Users don’t need to restart their machines
or even connect to the company network in order to
upgrade their usage rights.

Rights Management at Group Level, User Level or
Computer Level

Reduce your administrative effort. Manage individual
access rights directly with the respective users,
groups or computers.

Synchronization of User Directories

Existing users and user group definitions from Mi-
crosoft Active Directory or Novell eDirectory are im-
ported by the cynapspro server thus reducing the
workload for defining user groups for Access Client
Lists (ACLs) as well as the sources of error.

Full Audit Log
Password-protected, detailed access statistics with
filter and sort order functionality. In case of suspect-

Free Trial Version
On the cynapspro website, we offer a full version
of our software for download, including a free 5-

Endpoint Data Protection
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ed data abuse or loss, cynapspro knows which files
have been accessed, by whom and when.

Minimal System Requirements

Apart from a SQL database (the free MSDE or SQL
Server 2005 Express edition are fully sufficient), there
is no additional software required, such as the IIS
Server or .NET client. Consequently, no new vulnera-
bilities are introduced by installing additional back
office software and memory and CPU utilization is
minimal.

Secure Kernel Driver Technology

The secure cynapspro® kernel driver technology is
loaded into the operating system during the boot
sequence and thus ensures that the service running
on the client is not visible to the end user. It can only
be stopped or uninstalled by an authorized Adminis-
trator.

Integration with Third Party Applications

An XML interface allows the allocation of access per-
missions from an existing customer Helpdesk or Ser-
vice Desk implementation in a fully automated way,
leveraging existing processes, approval workflows,
notifications and management reports. There will be
no need for service desk workers to use an additional
console.

Distributed Environments

Several mutually replicating cynapspro servers pro-
vide load balancing capabilities in enterprise environ-
ments.

Contact

cynapspro GmbH §

Pforzheimer Str. 134
. Cynapspro.:

March 2010 - Copyright cynapspro GmbH 2010—All rights reserved.




